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Summary 
Organizations must increasingly understand which rules apply to their data, decisions, suppliers and 

deployment locations—and how they will demonstrate that those rules are reflected in day-to-day use. 

This Solveworx whitepaper1 maps the regulatory landscape described in this update2. It brings together 

regional privacy and cross-border transfer requirements, AI governance and transparency duties, 

operational resilience and supplier controls, sector-specific overlays, and voluntary assurance frameworks. 

It also distinguishes current requirements from phased implementation and developments to monitor. 

Why data sovereignty matters for enterprise AI 

The process of AI generation, computation or inference tends to distribute sensitive information across 

prompts, retrieval systems, embeddings, model services, outputs and operational logs. Data sovereignty 

therefore requires an understanding of where information is processed and retained, which jurisdictions 

and contractual arrangements govern it, and who can access it—including service providers and support 

personnel. Hosting location is one part of that assessment; access, onward transfers, evidence and exit 

arrangements also matter. 

For organisations operating across borders, the same AI use case may need different controls in different 

jurisdictions. A deployment approach should connect legal and policy requirements to practical choices 

about infrastructure, models, data access, oversight and supplier management. 

What the paper demonstrates across sectors 

For banking and financial services and insurance, the landscape connects AI governance with operational 

resilience, outsourcing and decisions affecting customers. For healthcare, it brings sensitive information, 

access controls and health-data use into focus. For industry and technology, it highlights software and 

model supply chains, portability and the protection of proprietary information. For government and 

defence, it provides a starting point for assessing jurisdiction, authorised access and deployment 

boundaries alongside applicable procurement and security requirements. 

Central implication 

Enterprise AI requires demonstrable control throughout its lifecycle. Private or on-premises deployment 

can support that control, but the architecture must be accompanied by governance, operational evidence 

and use-case-specific assessment. 

 

 
1 How to read this paper: the update is followed by regional controls, assurance frameworks and the forward watchlist. The 
concluding enterprise AI perspective translates these themes into design considerations, including the source document’s T-Flux 
Ultra capability mapping. Authoritative sources and the legal disclaimer close the paper. 

2 24 September 2026 
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Changes since 31 October 2025 
• EU AI Act: enforcement and Article 50 transparency obligations commenced on 2 Aug 2026. The AI 

Omnibus extended high-risk AI timelines: Annex III systems to 2 Dec 2027 and product-embedded high-

risk systems to 2 Aug 2028. 

• United Kingdom: the Data (Use and Access) Act 2025 is no longer a future/staged item for data 

protection. All provisions affecting data protection law and PECR are now in force; the main Part 5 

changes commenced 5 Feb 2026 and remaining stages completed by June 2026. 

• Australia: APRA finalised targeted CPS 230 amendments in Apr 2026; updated CPS 230/CPG 230 

commenced 1 Jul 2026. A Privacy Act transparency obligation for automated decision-making 

commences 10 Dec 2026. 

• India: Digital Personal Data Protection Rules 2025 were finalised on 14 Nov 2025 with an enforcement 

timeline and establishment of the Data Protection Board of India. 

• United States federal AI governance: OMB M-24-10 should be replaced by current OMB M-25-21 

(agency AI use/governance) and M-25-22 (AI acquisition). 

Reading regulatory status 

The summaries below retain the substantive wording and dates of the supplied 24 September 2026 

update. Legal duties, sector-specific requirements and voluntary assurance frameworks have different 

scopes; applicability must be assessed for the entity and use case. 

 



SOLVEWORX   /   DATA SOVEREIGNTY AND ENTERPRISE AI 

Solveworx   •   Whitepaper   •   24 September 2026 4 

SOLVEWORX WHITEPAPER   /   03 

European Union and United Kingdom 

European Union 

• EU AI Act — Enforcement powers and Article 50 transparency obligations apply from 2 Aug 2026. 

Relevant AI systems must meet user-disclosure and synthetic-content transparency requirements; 

GPAI obligations and prohibited-practice controls are enforceable. 

• AI Omnibus — In force in 2026 and extends high-risk application dates: Annex III systems to 2 Dec 

2027; high-risk AI embedded in regulated products to 2 Aug 2028. 

• GDPR + Schrems II + SCCs/Adequacy — Cross-border personal-data transfers remain governed by 

adequacy or appropriate safeguards such as SCCs, with transfer-risk assessment where required. 

• EU Data Act — Applicable since 12 Sep 2025; strengthens switching, portability and contractual 

requirements for data-processing services, relevant to cloud/AI exit strategy and vendor lock-in. 

• DORA — Applicable since 17 Jan 2025 for covered financial entities; requires ICT risk management, 

resilience testing and ICT third-party controls. 

• NIS2 — National implementation continues; supply-chain, cyber-risk and incident obligations 

materially affect AI/cloud provider governance. 

Source: European Commission AI Act, AI Act enforcement framework, EU Data Act and DORA/NIS2 materials. 

United Kingdom 

• Data (Use and Access) Act 2025 — All provisions affecting data protection law and PECR are now in 

force. The majority of Part 5 privacy changes commenced 5 Feb 2026, with staged commencement 

completed by June 2026. 

• UK GDPR and Data Protection Act 2018 remain in place but are amended by DUAA. AI deployments 

should update privacy notices, lawful-basis assessments, data-subject processes and governance. 

Source: UK Government DUAA commencement guidance; ICO DUAA guidance updated 19 Jun 2026. 
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United States and Australia 

United States 

• Federal AI governance — OMB M-25-21 governs federal agency AI use and risk management; M-25-22 

governs federal AI acquisition. 

• FedRAMP remains central for US federal cloud workloads and influences architecture, support access, 

logging and hosting decisions. 

• GLBA Safeguards Rule and HIPAA remain important sector overlays for financial and health AI 

workloads. 

• State privacy and AI laws continue to expand; private-sector deployments require state-specific 

assessment rather than reliance on a single federal AI/privacy regime. 

Source: White House OMB M-25-21/M-25-22; FedRAMP; FTC GLBA; HHS HIPAA. 

Australia 

• APRA CPS 230 — Updated CPS 230 and CPG 230 commenced 1 Jul 2026. Apr 2026 amendments 

provide limited relief for certain non-traditional service providers while preserving the core 

operational-resilience and service-provider risk framework. 

• Privacy Act — From 10 Dec 2026, APP entities using personal information in automated decision-

making that could significantly affect an individual's rights or interests must include prescribed 

information about that use in their privacy policy. 

• OAIC APP 3 guidance — Updated May 2026 with contemporary AI examples and stronger emphasis on 

data minimisation and collecting only information reasonably necessary for functions or activities. 

• Digital ID Act 2024 remains relevant to accredited digital-ID services and identity-data governance. 

Source: APRA CPS 230/CPG 230; OAIC APP 1 and APP 3 guidance. 
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Further jurisdictions and health data 

India 

• DPDP Act 2023 + Digital Personal Data Protection Rules 2025 — Final Rules were notified 14 Nov 2025 

with phased enforcement and establishment of the Data Protection Board of India. AI systems should 

now be mapped to the final Rules rather than a 'rules pending' position. 

• RBI payment-data localisation remains a material sector overlay for payments. 

Source: India Ministry of Electronics and Information Technology, DPDP Rules 2025 and enforcement timeline. 

China 

• PIPL + Data Security Law + Cybersecurity Law continue to govern personal information, important data 

and cybersecurity obligations. 

• Cross-border transfers require assessment against the current CAC framework; AI training, inference 

logs and prompts can create cross-border transfer exposure. 

EMEA Americas and APAC 

• UAE PDPL; Saudi PDPL; Brazil LGPD; South Africa POPIA; Japan APPI; South Korea PIPA; and Switzerland 

rev. FADP continue to impose privacy, transfer, transparency and security obligations relevant to AI 

processing. 

European Health Data Space 

• European Health Data Space (EHDS) entered into force in Mar 2025, but operational duties are phased. 

Key implementing acts are due by Mar 2027; major primary-use and secondary-use provisions begin 

applying from Mar 2029, with further categories from Mar 2031. 

• This replaces the earlier watchlist framing: EHDS is already law, but most operational duties are not 

yet applicable. 

Source: European Commission EHDS implementation timeline. 
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Assurance and the forward watchlist 

Best practice and assurance frameworks 

• NIST AI RMF 1.0 — Voluntary AI risk-management framework for governance, measurement and 

lifecycle controls. 

• ISO/IEC 42001:2023 — Certifiable AI management-system standard covering governance, roles, 

lifecycle, suppliers and continual improvement. 

• SOC 2 — Common assurance mechanism for security, availability, confidentiality, processing integrity 

and privacy. 

• CSA STAR — Cloud security assurance programme frequently used in enterprise procurement. 

• SBOM / AI-BOM / model-data lineage — Increasingly important evidence for software and AI supply-

chain governance. 

From framework to evidence 

These frameworks help organise governance and assurance. Their role should be assessed alongside the 

applicable legal requirements and the evidence needed for the organisation’s AI deployment. 

The next 12 to 24 months 

• EU AI Act high-risk implementation — Annex III high-risk obligations now target 2 Dec 2027; product-

embedded high-risk systems 2 Aug 2028. Monitor harmonised standards and conformity guidance. 

• EU AI transparency enforcement — Article 50 obligations are already live from 2 Aug 2026; monitor 

enforcement and codes for synthetic-content marking/labelling. 

• EU Cyber Resilience Act — Core product obligations apply from 11 Dec 2027; relevant to AI software 

products and connected components. 

• EHDS — Key implementing acts due by Mar 2027 ahead of phased application from 2029. 

• Australia automated decision-making — APP 1 transparency obligation starts 10 Dec 2026; monitor 

final OAIC guidance. 

• Australia privacy reform — distinguish enacted Tranche 1 obligations from further proposals not yet 

enacted. 

• India DPDP implementation — monitor phased commencement, Board practice and sector-specific 

interpretation under the final 2025 Rules. 

• US state AI/privacy laws — continue state-by-state mapping for automated decisions, profiling, 

privacy and high-impact AI. 

• Cloud and AI sovereignty — monitor sovereign-cloud procurement, portability, exit, data-location and 

support-access requirements. 
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An enterprise AI perspective 
The regulatory direction is increasingly consistent: organisations need demonstrable control over where AI 

runs, what data it can access, who can use it, how models and outputs are governed, how suppliers are 

controlled, and how decisions can be reconstructed. 

These themes provide a basis for evaluating enterprise AI orchestration across banking, insurance, 

healthcare, industry and technology, government and defence. They concern the operating environment as 

well as the model: data access, deployment decisions, supplier dependencies and the evidence retained 

over time. 

Design considerations for T2-Flux and T-Flux 

• Keep inference, retrieval, embeddings and logs inside the required data perimeter. 

• Provide configurable RBAC, policy guardrails and purpose-based access. 

• Maintain audit trails, model/version lineage and change-control evidence. 

• Support model portability and provider exit to reduce concentration and lock-in risk. 

• Separate development experimentation from governed production release. 

• Provide transparency and human-oversight controls for AI-assisted or automated decisions. 

• Enable jurisdiction-specific deployment and sector-specific control packs. 

In this context, Solveworx T-Flux is positioned as an enterprise AI orchestration platform for managing 

multiple models within an organisation’s on-premises or private-cloud environment. The following 

capability mapping retains the T2-Flux terminology and classifications from the supplied update. It is an 

architectural perspective, rather than a determination that a particular deployment meets every applicable 

requirement. 
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Enterprise capability mapping 
The source document links seven requirements to T2-Flux capabilities. The classifications below are 

retained as supplied and should be assessed against the configuration, integrations and sector controls of 

the intended deployment. 

Requirement T2-Flux capability 

Default to in-region deployment (on-premises/private cloud) and preserve 

customer control of the data plane. 
Native 

Pin models, embeddings, logs, prompts, outputs and training artefacts to required 

jurisdictions where policy or contract requires it. 
Native 

Treat cross-border transfers as governed exceptions: document legal basis, 

safeguards, transfer assessments and audit evidence. 
Native + add-on 

Maintain DORA/CPS 230/NIS2-grade third-party controls: provider inventory, 

materiality, SLAs, data-location commitments, exit/portability testing and 

evidence trails. 

Native + add-on 

Align the AI lifecycle to NIST AI RMF and ISO/IEC 42001; maintain model/data 

lineage, versioning, change control and auditable deployment records. 
Native 

Support AI transparency, human oversight, logging and disclosure obligations 

where AI affects people or regulated decisions. 
Native + sector 

Support regulated-sector overlays: financial services, health, government, 

defence and critical infrastructure. 
Native + sector 
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Authoritative sources 
Sources used for the 2026 update 

European Commission — AI Act / enforcement / AI Omnibus 

https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai 

European Commission — AI Act enforcement 

https://digital-strategy.ec.europa.eu/en/policies/enforcement-ai-act 

European Commission — EHDS 

https://health.ec.europa.eu/ehealth-digital-health-and-care/european-health-data-space-regulation-ehds_en 

UK Government — DUAA commencement 

https://www.gov.uk/guidance/data-use-and-access-act-2025-plans-for-commencement 

UK ICO — DUAA 

https://ico.org.uk/about-the-ico/what-we-do/legislation-we-cover/data-use-and-access-act-2025/ 

APRA — CPS 230 

https://www.apra.gov.au/standards/cps-230 

OAIC — Automated decision-making transparency 

https://www.oaic.gov.au/engage-with-us/consultations/consultation-on-guidance-for-transparency-in-automated-decision-making 

OAIC — APP 3 

https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-guidelines/chapter-3-app-3-collection-
of-solicited-personal-information 

India MeitY — DPDP Rules 2025 

https://www.meity.gov.in/documents/act-and-policies/digital-personal-data-protection-rules-2025-
gDOxUjMtQWa?pageTitle=Digital-Personal-Data-Protection-Rules-2025 

US OMB — M-25-21 / M-25-22 

https://www.whitehouse.gov/omb/information-resources/guidance/memoranda/ 

 

https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai
https://digital-strategy.ec.europa.eu/en/policies/enforcement-ai-act
https://health.ec.europa.eu/ehealth-digital-health-and-care/european-health-data-space-regulation-ehds_en
https://www.gov.uk/guidance/data-use-and-access-act-2025-plans-for-commencement
https://ico.org.uk/about-the-ico/what-we-do/legislation-we-cover/data-use-and-access-act-2025/
https://www.apra.gov.au/standards/cps-230
https://www.oaic.gov.au/engage-with-us/consultations/consultation-on-guidance-for-transparency-in-automated-decision-making
https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-guidelines/chapter-3-app-3-collection-of-solicited-personal-information
https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-guidelines/chapter-3-app-3-collection-of-solicited-personal-information
https://www.meity.gov.in/documents/act-and-policies/digital-personal-data-protection-rules-2025-gDOxUjMtQWa?pageTitle=Digital-Personal-Data-Protection-Rules-2025
https://www.meity.gov.in/documents/act-and-policies/digital-personal-data-protection-rules-2025-gDOxUjMtQWa?pageTitle=Digital-Personal-Data-Protection-Rules-2025
https://www.whitehouse.gov/omb/information-resources/guidance/memoranda/
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Legal and regulatory disclaimer 

This whitepaper is provided by Solveworx for general informational purposes only. It does not constitute 

legal, regulatory, compliance or other professional advice and should not be relied upon as a substitute for 

advice from appropriately qualified advisers. 

The information reflects the sources and regulatory developments identified at the date of publication. 

Laws, regulations, guidance and interpretations may change, and their application depends on the relevant 

jurisdiction, organisation, data, use case and deployment model. Solveworx does not undertake to update 

this document or notify readers of subsequent changes. 

To the fullest extent permitted by applicable law, this document is provided “as is”, without warranties or 

representations of any kind, express or implied, including as to its accuracy, completeness, currency, 

reliability or fitness for a particular purpose. Solveworx accepts no liability for loss or damage arising from 

the use of, or reliance on, this document. Nothing in this disclaimer excludes or limits any liability that 

cannot lawfully be excluded or limited. 

References to Solveworx products, capabilities or deployment approaches are illustrative and do not 

constitute a guarantee of regulatory compliance, certification or suitability for a particular organisation or 

use case. Third-party sources are provided for reference and remain subject to their publishers’ terms and 

updates. 

For further information about this whitepaper or Solveworx enterprise AI solutions, please contact 

Solveworx through solveworx.com. Obtain independent professional advice before making legal, 

regulatory or compliance decisions. 
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